
Lesson 1:
Introduction to the Public Key Infrastructure

Lesson Introduction

Lesson 1: Introduction to the Public Key Infrastructure

Learning Objectives:

a) To gain a basic understanding of the:

- security requirements addressed by using public key encryption and digital

             signature

- roles and responsibilities in the PKI process

- process to create a PKI user account

- process to generate a public-private key pair and request a certificate

- process to use a public or private key.



Topic: Security Requirements

A u th e n tic a tio n A s s u re s  th a t a  p e rs o n  o r s y s te m  is  e x a c tly  w h o  o r w h a t th e y  c la im  to  b e .

A cc e s s  C o n tro l P ro v id e s  a c c e s s  to  a u th o riz e d  u s e rs  w h ile  d e n y in g  a c c e s s  to
u n a u th o riz e d  u s e rs .

D a ta  In te g rity P ro te c ts  a g a in s t u n a u th o riz e d  c h a n g e s  in  d a ta  w h e th e r th e y  a re
in te n tio n a l o r a c c id e n ta l.

C o n fid e n tia lity P ro te c ts  a g a in s t th e  d is c lo s u re  o f in fo rm a tio n  to  u n a u th o riz e d  u s e rs .
E n c ry p tio n  is  ty p ic a lly  u s e d  to  a s s u re  c o n fid e n tia lity  w h e n  in fo rm a tio n  is
tra n s m itte d  o v e r n e tw o rk s .

N o n -R e p u d ia tio n P ro te c ts  a g a in s t a  p e rs o n  d e n y in g  la te r th a t a  c o m m u n ic a tio n  o r
tra n s a c tio n  to o k  p la c e  a s  re c o rd e d .

A u d it in g M o n ito rs  in te n tio n a l o r u n in te n tio n a l m is u s e  o f s e c u rity  fe a tu re s .

A va ila b ility P ro te c ts  a g a in s t lo s s  o f s y s te m  o p e ra tio n  a s  a  re s u lt o f m a lic io u s  c o d e ,
re q u e s t flo o d in g  a n d  p e n e tra tio n  a tte m p ts



Topic: Security Solutions

Authentication

Public Key (Digital Signature)  Biometics
Basic User ID/Password           One-Time Password

Access Control

Discretionary Access                Plant Control
   Control                                   Authentication Server
Firewall                                     Proxy
Filter Router                              Mandatory Access Control
Single Sign-On                          Kerberos

Data Integrity

Data Base Referential               Simple Checksum
   Integrity                                  Public Key (Digital Signature)

Confidentiality

Database Encryption                 Virtual Private Network
Public Key (encryption)

Non-Repudiation

Public Key (Digital Signature)

Auditing

Server Client                             File Review
Passive Network Monitoring

Availability

Network Conrol                         Virus/Malicious Code Detection
Vulnerability Assessment



Public key technology is based on key-pairs.  User 1 can use their private key
to decrypt data encrypted using User 1’s public key and vice versa.
There can be multiple copies of User 1 public keys, but only one copy of the
private key, which is held by User 1.

Topic: Key Pairs

User 1 Private Key
User 1 Public Key(s)



Topic:  Using Keys

• Keys are used to digitally sign a message and validate this digital signature. A message
can be a text or multimedia document.

• Keys are also used to encrypt and decrypt the message.

• A public key can enable access to data encrypted by a corresponding private key. A
private key can enable access to data encrypted by a corresponding public key.

• A public key cannot enable access data encrypted by the same public key.  A private
key cannot enable access to data encrypted by the same private key.

• A user (User 1) retains a private key that he or she uses to send and receive messages.
Copies of User 1’s public key are made available via the directory server.  Other users
who need to verify that User 1 has sent a message, and to encrypt messages intended
only for User 1, can access User 1’s public key on the directory server.



The hashing algorithm creates a message digest based on the contents of the
message. The message is then encrypted using the sender’s private key and
appended to the original message.

Topic:  Non-Repudiation
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Topic:  Confidentiality

Internet

The digitally signed message can be encrypted using the recipient's readily
available public key.  This encrypted message is then transmitted via the
Internet.  Once the encrypted message arrives, the recipient will unencrypt it
using his or her own private key.

Encrypted
Message

Encrypted
Message

Digitally
Signed

Message

Digitally
Signed
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Topic:  Data Integrity

To prove that the received message has not been tampered with during transmission, the
recipient does the following:
   1. Using the same hashing algorithm, creates a message digest of the file as received.
   2. Using the sender’s public key, decrypts the digital signature to view the original
       message digest.
   3. Compares the two digests to ensure that they are the same.
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1. Local registration authority (LRA) creates and uploads a user data file.
2. Local registration authority (LRA) provides User 1 with one time
    password (OTP) and 10-digit Unique Identification Number (UIN) via
    express mail.

User 1

Topic:  User Registration
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Topic:  Generating Key Pairs and Certificates

2. The PKI system authenticates the user based on their OTP/UID,
     and with the approval of an LRA, creates and signs the certificate.
3. User 1 receives and stores the certificate on a removable media.
    User 1 also stores his private key.

1. User 1 accesses a web page.  Using his
    OTP/UIN provided by an LRA, User 1
    generates a public-private key pair and
    submits a certificate request that contains
    his public key.

Public
User 1 Public Key

User 1 Private Key
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User 1

Application X
Certificate

Customer
      Application X

Directory
      Server

1. User 1 accesses the directory server to gain a copy of User X’s
    certificate.
2. Using the public key contained in the certificate, User 1 will encrypt the
    message to ensure confidentiality during transmission.
3. Once received, the message is decrypted using User X’s
    private key.

Topic:  Accessing Public Keys
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Topic:  DoD PKI Architecture

Internet
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Lesson Summary

This lesson has presented an introduction to:

• Security services provided by public/private keys

• Roles and responsibilities in the PKI process

• Process to generate a PKI user account

• Process to generate a public/private key pair and request a certificate

• Process to use a public/private key.


